INTERNATIONAL IEC
STANDARD 60870-5-6

First edition
2006-03

Telecontrol equipment and systems —

Part 5-6:
Guidelines for conformance testing for
the IEC 60870-5 companion standards

O IEC 2006 O Copyright - all rights reserved

No part of this publication may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying and microfilm, without permission in writing from the publisher.

International Electrotechnical Commission, 3, rue de Varembé, PO Box 131, CH-1211 Geneva 20, Switzerland
Telephone: +41 22 919 02 11 Telefax: +41 22 919 03 00 E-mail: inmail@iec.ch Web: www.iec.ch

PRICE CODE S

Commission Electrotechnique Internationale
International Electrotechnical Commission

MexayHapogHas dnektpoTexHudyeckas Komuccus For price, see current catalogue




-2 - 60870-5-6 00 IEC:2006(E)

CONTENTS
FOREWORD ...ccuiii ettt et e e e e e e e e e e e e e et e e e e e e e e e e e e e e s e e e et nerenns 3
INTRODUGCTION ... et et et et et et et e et e e e et e et e et e eaaeennns 5
S o7 0 o 1= U 6
2 NOIMaAtiVe FEfErENCES .o e 6
3 Terms and definitioNS ... e 7
4 ADDIEVIAtIONS .o 11
5 ConformancCe tESTING .....iie i 12
ot R 7= o 11 = 12
5.2 Conformance teSt ProCEAUIES........co.iiiiiiiii e 12
5.3 Quality assurance and testing ......c.ooiiiiiiiii 13
5.4 QUAKTY Plan oo 13
LS T 1= 1= 1 o Vo PP 14
5.6 TEStiNG PrOCESS .o ittt 18
5.7  DOCUMENTIATION ..ot e 20
L1 o 1o Yo = ¥ o1 2 12 22
Figure 1 — Conceptual conformance assessment ProCess ..........ovuieeieeiiiiiiiiiiiiieieeeeeee 16
FIQUIre 2 — TeStiNg PrOCESS .ttt ettt e ees 18

Figure 3 — QuUality PrOogram ... .ot 19



60870-5-6 0 IEC:2006(E) -3-

1)

9)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

TELECONTROL EQUIPMENT AND SYSTEMS -

Part 5-6: Guidelines for conformance testing for
the IEC 60870-5 companion standards

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 60870-5-6 has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

The text of this part of IEC 60870-5 is based on the following documents:

FDIS Report on voting
57/792/FDIS 57/807/RVD

Full information on the voting for the approval of this part of IEC 60870-5 can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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IEC 60870-5 consists of the following parts, under the general title Telecontrol equipment and
systems — Part 5: Transmission protocols:

Part 5-1:
Part 5-2:
Part 5-3:
Part 5-4:
Part 5-5:
Part 5-6:

Part 5-101:

Part 5-102

Part 5-103:
Part 5-104:
Part 5-601:

Transmission frame formats

Link transmission procedures

General structure of application data

Definition and coding of application information elements

Basic application functions

Guidelines for conformance testing for the IEC 60870-5 companion standards
Companion standard for basic telecontrol tasks

Companion standard for the transmission of integrated totals in electric power
systems

Companion standard for the informative interface of protection equipment
Network access for IEC 60870-5-101 using standard transport profiles
Conformance test cases for the IEC 60870-5-101 companion standard

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the data related to the specific publication. At this date, the publication will be

* reconfirmed;
* withdrawn;
* replaced by a revised edition, or

* amended.

A bilingual version of this publication may be issued at a later date.
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INTRODUCTION

This part of IEC 60870-5 specifies methods and procedures for conformance testing of
Telecontrol equipment or systems using IEC 60870-5 standard(s).

This part of IEC 60870-5 contains general subjects and guidelines for the test environment.
Detailed test cases, mandatory and optional mandatory test cases for the companion
standards will become available as technical specifications (IEC 60870-5-60x).

Tests according to EMC requirements or related to environmental and organisational
conditions are beyond the scope of this part of IEC 60870-5. This part of IEC 60870-5 only
focuses on the protocol implementation and the related system functionality necessary to
validate the protocol implementation.
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TELECONTROL EQUIPMENT AND SYSTEMS -

Part 5-6: Guidelines for conformance testing for
the IEC 60870-5 companion standards

1 Scope

This part of the IEC 60870-5 series specifies methods for conformance testing of telecontrol
equipment, amongst Substation Automation Systems (SAS) and telecontrol systems, including
front-end functions of SCADA.

The use of this part of IEC 60870-5 facilitates interoperability by providing a standard method
of testing protocol implementations, but it does not guarantee interoperability of devices. It is
expected that using this part of IEC 60870-5 during testing will minimize the risk of non-
interoperability.

The goal of this part of IEC 60870-5 is to enable unambiguous and standardised evaluation of
IEC 60870-5 companion standard protocol implementations. The guidelines and conditions for
the testing environment are described in this part of IEC 60870-5. The detailed test cases per
companion standard, containing among others mandatory and optional mandatory test cases
per Basic Application Function, ASDU and transmission procedure, will become available as
technical specifications (IEC 60870-5-60x). Other functionalities may need test cases, but this
is beyond the scope of this part of IEC 60870-5.

This part of IEC 60870-5 deals mainly with communication conformance testing; therefore
other requirements, such as safety or EMC are not covered. These requirements are covered
by other standards (if applicable) and the proof of compliance for these topics should be done
according to those standards.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60870-5-1, Telecontrol equipment and systems — Part 5: Transmission protocols
Section One: Transmission frame formats

IEC 60870-5-2, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 2: Link transmission procedures

IEC 60870-5-3, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 3: General structure of application data

IEC 60870-5-4, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 4: Definition and coding of application information elements

IEC 60870-5-5, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 5: Basic application functions

ISO/IEC 9646 (all parts), Information technology — Open Systems Interconnection -
Conformance testing methodology and framework





