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Glossary of equivalent standards

International Standards or Technical Reports adopted in the United States may include normative references to other
International Standards. AAMI maintains a current list of each International Standard that has been adopted by AAMI
(and ANSI). Available on the AAMI website at the address below, this list gives the corresponding U.S. designation
and level of equivalency to the International Standard.

www.aami.org/standards/glossary.pdf
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Foreword

This technical information report (TIR) was developed by the Device Security Working Group.

It is widely recognized that there is little existing guidance for conducting cybersecurity risk assessment of medical
devices.

The objective of this TIR is to provide guidance on how medical device manufacturers can manage risks from security
threats that could impact the confidentiality, integrity, and/or availability of the device or the information processed by
the device. Because medical device manufacturers are already familiar with ANSI/AAMI/ISO 14971:2007, this
guidance follows the basic structure of that standard.

Suggestions for improving this recommended practice are invited. Comments and suggested revisions should be sent
to Technical Programs, AAMI, 4301 N. Fairfax Drive, Suite 301, Arlington, VA 22203-1633.

NOTE  This foreword does not contain provisions of the AAMI TIR57, Principles for medical device security— Risk management
(AAMI TIR57:2016), but it does provide important information about the development and intended use of the document.
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Introduction

Medical device manufacturers are familiar with the requirements of ANSI/AAMI/ISO 14971:2007/(R)2010 Medical
devices — Application of risk management to medical devices. This standard is an integral part of the safety risk
management processes required by many regulatory authorities. ANSI/AAMI/ISO 14971 specifies a process for a
manufacturer to identify the hazards associated with medical devices, including in vitro diagnostic (IVD) medical
devices, to estimate and evaluate the associated risks, to control these risks, and to monitor the effectiveness of the
controls (see Clause 1 of ANSI/AAMI/ISO 14971:2007).

NOTE In 2012, the European Committee for Standardization (CEN) adopted EN ISO 14971:2012 as the European harmonized
standard, superseding EN ISO 14971:2009. This document does not address content deviations included in Annex ZA of EN ISO
14971:2012. Specifically, the “as far as possible” requirement is not included in the evaluation of security risks. Instead, security
risks are to be assessed and controlled to a level that is considered acceptable, taking into account the impact of a threat event and
potential vulnerabilities.

Specific clauses of ANSI/AAMI/ISO 14971:2007 define a risk management process consisting of the following
elements:

— risk analysis (Clause 4);

— risk evaluation (Clause 5);

— risk control (Clause 6);

— evaluation of overall residual risk acceptability (Clause 7);
— risk management report (Clause 8); and

— production and post-production information (Clause 9).

Figure 1 of ANSI/AAMI/ISO 14971:2007 (see Figure 1) provides a schematic representation of the risk management
process. Central to the definition of risk are the concepts of probability of an occurrence of harm and the severity of
that harm. Harm is defined in ANSI/AAMI/ISO 14971:2007 as “physical injury or damage to the health of people, or
damage to property or the environment”.

viii © 2016 Association for the Advancement of Medical Instrumentation m AAMI TIR57:2016



Risk analysis

* Intended use and
identification of
characteristics related to
the safety of the medical
device

Identification of hazards -
Estimation of the risk(s)
for each hazardous
situation

Risk assessment

Risk evaluation

Risk control

Risk control option
analysis —
Implementation of risk
control measure(s)
Residual risk evaluation
Risk/benefit analysis
Risks arising from risk
control measures
Completeness of risk
control

Risk management

Evaluation of overall
residual risk acceptability

Risk management report

Production and post-
production information

Figure 1 - Schematic representation of the risk management process (ANSI/AAMI/ISO
14971:2007)

The increased use of connected medical devices (i.e., devices directly connected to other systems or devices directly
or via a computer network) has created a new source of risk for their safe operation. Security risks are associated
with reduction of effectiveness and breach of data and systems security as included in the broader definition of harm
in this document. While information security has been considered from the patient data privacy perspective for
several years, there is no framework for security risk management for medical devices. This document describes a
means of applying the risk management principles presented in ANSI/AAMI/ISO 14971 to the management of
security risk.

The definition of harm is considered from the perspective of ANSI/AAMI/ISO 14971, as well as from healthcare
information technology (IT) standards, such as the ANSI/AAMI/IEC 80001 family. Because a security risk
management process that narrowly focuses on the traditional “physical injury or damage” definition may limit the
scope of security risk mitigation, this document incorporates the broader considerations that risks include effects
outside the traditional scope of patient physical harm and may include “reduction of effectiveness” and “breach of
data and systems security” as extended in the ANSI/AAMI/IEC 80001 family of standards. Figure 2 shows the high-
level relationship between these two classes of risk.

© 2016 Association for the Advancement of Medical Instrumentation m AAMI TIR57:2016 ix
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Figure 2 — A Venn diagram showing the relationship between security and safety risks

Considerations for security risk management are mapped to the risk management process steps of ANSI/AAMI/ISO
14971, as well as the security risk management process of NIST SP 800-30 Revision 1 Guide for Conducting Risk
Assessments (see Bibliography [53]), with a particular emphasis on risk assessment methods. While this TIR utilizes
NIST standards as a basis, manufacturers may use other generally accepted alternatives if they are better suited to
their development processes.

Supporting annexes contain the following:

— Annex A: Security engineering principles and nomenclature — A high level overview of security engineering
principles focused on their application to the medical device domain.

— Annex B: Security risk assessment — A more detailed description of the process for performing security risk
assessment for a medical device based on the principles described in NIST SP 800-30 Revision 1 (see
Bibliography [53]).

— Annex C: Generating cybersecurity requirements — A discussion on how to create effective, testable
requirements for security properties that avoid complexities associated with “shall not” requirements. This is
important since mitigating controls for security risks need to be expressed in the requirements for the device
so proper verification of effectiveness can be shown.

— Annex D: Questions that can be used to identify medical device security characteristics — A detailed list of
questions for manufacturers to assist in exploring security aspects of their devices, organized along the lines
of ANSI/AAMI/ISO 80001-2-2:2010.

— Annex E: Security risk examples applied to medical products — A more detailed example of a fictional
medical device and analysis of its security risks.

— Annex F: A comparison of terminology between key referenced standards — A comparison of the basic terms
of risk management as defined in ANSI/AAMI/ISO 14971:2007, NIST SP 800-30 Revision 1, IEC 80001-
1:2010 and this TIR.

While safety risk involves evaluating the probability and severity of a hazard leading to harm, security risk is based on
an assessment of the likelihood that a threat will successfully exploit a device vulnerability, an event that could lead to
an adverse impact due to a compromise of system confidentiality, integrity, and/or availability. This loosely parallels
the concepts of probability and severity described in ANSI/AAMI/ISO 14971. Organizations should exercise caution
when attempting to quantify likelihood of a future adverse impact in traditional probabilistic terms. Instead, they
should focus on the skills and motivations of an attacker, and whether the effort required to exploit a vulnerability is
less than the perceived gain the attacker will achieve by compromising the system (see B.2.1.1).

Security is an emergent property of a system. As such, the security of a device needs to be considered in the context
of the broader system. This document directs manufacturers to understand, evaluate, and document the operating
environment of a device so security risks are evaluated in their operational context. It is recognized that the
manufacturer cannot ensure aspects of this operating environment that are outside the manufacturer's control.
However, it is incumbent on the manufacturer to understand the methods that Health Delivery Organizations (HDOs)

X © 2016 Association for the Advancement of Medical Instrumentation m AAMI TIR57:2016



use to manage the risks of networked medical devices as specified in ANSI/AAMI/ISO 80001-1, as well as the
methods used to communicate cybersecurity needs, risks, and controls as documented in ANSI/AAMI/ISO 80001-2-
2. Manufacturers should understand the concept of a Responsibility Agreement1 that may be negotiated with the
purchasing HDO, and be prepared to communicate any specific security expectations of the network that the device
is connected to through methods such as the HIMSS/NEMA Manufacturer Disclosure Statement for Medical Device
Security (MDS2). Manufacturers should also recognize that a poorly secured and updated device could be a source
of security vulnerability to other computing systems and other devices to which the device is connected, directly or on
a shared network. Such a device can be used as a “pivot” to attack other systems and devices. A reasonable
expectation of organizations deploying the device is that such risks have been considered and appropriately
mitigated.

As a result, this document uses the broader definition of risk as used in the ANSI/AAMI/IEC 80001 family of
standards. Manufacturers that follow the recommendations of this report should consider those risks that come from
outside the device, mitigate those that are feasible, and document the expectations of the organization that becomes
responsible for integrating the device into a broader network.

The framework described in this document is presented as a companion process to the safety risk management
requirements of ANSI/AAMI/ISO 14971. This is similar to the risk management approach documented in
ANSI/AAMI/IEC 62366-1:2015 for usability engineering. The key to successful integration of a device security risk
management process into the larger risk management process is to bring together personnel with expertise in
traditional device development, human factors, and cybersecurity product development. This collaboration will be
essential to the ultimate goal of developing secure medical devices.

' Responsibility Agreements are described in ANSI/AAMI/ISO 80001-1.
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AAMI Technical Information Report AAMI TIR57:2016/(R)2019

Principles for medical device security — Risk
management

1 Scope

This TIR provides guidance for addressing information security within the risk management framework defined by
ANSI/AAMI/ISO 14971.

This guidance is intended to assist manufacturers and other users of the standard in the following:
— identifying threats, vulnerabilities, and assets associated with medical devices;
— estimating and evaluating associated security risks;
— controlling security risks; and
— monitoring effectiveness of the risk controls.

This document is based on an application of ANSI/AAMI/ISO 14971 with an expanded consideration of the possible
impacts that a security compromise can have on the medical device, people, the environment, the manufacturer, and
the information processed and stored by the device. This report also incorporates several principles from NIST SP
800-30 Revision 1 (see Bibliography [53]), a security risk management process developed for traditional IT systems.

The guidance provided by this document is applicable to all stages of the life-cycle of a medical device.

2 Terms and definitions

For the purposes of this document, the following terms and definitions apply:

21

asset

person, structure, facility, information, and records, information technology systems and resources, material, process,
relationships, or reputation that has value

[SOURCE: NICCS Glossary of Common Cybersecurity Terminology — As accessed on June 15, 2015.]

2.2

authentication

verifying the identity of a user, process, or device, often as a prerequisite to allowing access to resources in an
information system

[SOURCE: SP 800-53; SP 800-53A; SP 800-27; FIPS 200; SP 800-30]

23

authenticity

property of being genuine and being able to be verified and trusted; confidence in the validity of a transmission, a
message, or message originator (see Authentication)

[SOURCE: SP 800-53; SP 800-53A; CNSSI-4009; SP 800-39]

24
authorization
access privileges granted to a user, program, or process, or the act of granting those privileges

[SOURCE: CNSSI-4009]
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