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PREFACE

This Standard was prepared by the Standards Australia Committee IT-006, Information
Technology for Industrial Automation and Integration.

The objective of this Standard is to provide designers of safety lifecycle activities in systems
comprised of electrical/electronic/programmable electronic devices with guidelines on the
applications, calculations and methodologies as outlined in Part 2 and in Part 3 of this Standard.

This Standard is identical with and has been reproduced from IEC 61508-6:2000, Functional
safety of electrical/electronic/programmable elctronic safety-related systems—Part 6:
Guidelines on the application of IEC 61508-2 and |EC 61508-3.

A reference to an International Standard identified in the Normative References Clause by
strikethrough (example) is replaced by a reference to the Australian or Australian/New Zealand
Standard(s) listed immediately thereafter and identified by shading (example). Where the
struck-through referenced document and the referenced Australian or Australian/New Zealand
Standard are identical, thisisindicated in parenthesis after the title of the latter.

In this Standard, the following print types are used:

— requirements proper: in arial type;

— test specifications: in italic type;

- explanatory matter: in smaller arial type.

As this Standard is reproduced from an International Standard, the following applies:

(@ Its number does not appear on each page of text and its identity is shown only on the
cover and title page.

(b) Inthe source text ‘this standard’ should read ‘this Australian Standard’.
(c) A full point should be substituted for a comma when referring to a decimal marker.

The term ‘informative’ has been used in this Standard to define the application of the annex to
which it applies. An ‘informative’ annex is only for information and guidance.



CONTENTS
Page
i S Yo 0] o 1< J PRI 1
2 NOIMALIVE T EIENCES o it 3
3 Definitions and abbreviations ..........coiiiiii 3
ANNEXES
Annex A (informative) Application of IEC 61508-2 and of IEC 61508-3............cccoeevneennnes 4
ALl G NEIAl e e 4
A.2 Functional steps in the application of IEC 61508-2........cccccovvviiiiiiiiiiieecieeennn 6
A.3 Functional steps in the application of IEC 61508-3............ccocovvviviiiiiiiineaneenn, 10
Annex B (informative) Example technique for evaluating probabilities of
NArAWAre fAIlUNE ... e e 12
2 R = o = - | PP 12
B.2 Average probability of failure on demand (for low demand mode
OF OPBIALION) ..t 16
B.3 Probability of failure per hour (for high demand or continuous mode
OF OPEIALION) .. 29
B4 R I CES it 37
Annex C (informative) Calculation of diagnostic coverage and safe failure fraction:
1T ] S0 =5 VT o1 38
Annex D (informative) A methodology for quantifying the effect of hardware-related
common cause failures in E/E/PE SYSTEMS ....couiiiiiiiiiee e 42
[ 2 RO 7Y o 1= - I 42
D.2  BriEf OVBIVIBW Lottt 42
D.3 Scope of the Methodology .......c.ieiieiiii e 46
D.4 Points taken into account in the methodology.........ccoviviiiiiiii 46
D.5 Using the B-factor to calculate the probability of failure in an E/E/PE safety-
related system due to common cause failures .........coccoeiiiiiiiiin i 47
D.6 Using the tables to estimate B ... ... 48
D.7 Examples of the use of the methodology .........coooviiiiiiiiii e 52
D8 RO OIS, et 53
Annex E (informative) Example applications of software safety integrity tables of
] O S 02 FC S PP 54
B Ll GENEIAl i 54
E.2 Example for safety integrity level 2. 54
E.3 Example for safety integrity level ... 59

7 ol TeTo] =1 o1 V2 PP PRPRPRN 64



Page
FIGURES
Figure 1 — Overall framework of IEC 61508 .....c..ovuiiniiiiiiiiiee e 2
Figure A.1 — Application Of IEC B61508-2 .......c.iiiiiiii e e e 8
Figure A.2 — Application of IEC 61508-2 (continued)..........cocuviuiiiiiiiiiiiiiee e 9
Figure A.3 — Application of IEC 61508-3 ... ..o e 11
Figure B.1 — Example configuration for two sensor channels .................cocoviiiiiiienennn, 14
Figure B.2 — SUDSYSIEM SIIUCTUIE .....vvii it e e e e eas 16
Figure B.3 — 1001 physical block diagram..........ocoiiiiiiiiiiiii e 17
Figure B.4 — 1001 reliability block diagram .........c.oooiiiiiiii e 17
Figure B.5 — 1002 physical block diagram........c.ccuuiiiiiiiiiiirr e 18
Figure B.6 — 1002 reliability block diagram .........cooeiiiiiiiii e 19
Figure B.7 — 2002 physical block diagram...........cooiiiiiiiiiiii e 19
Figure B.8 — 2002 reliability block diagram ........cc.ooeiiiiiiiii e 19
Figure B.9 — 1002D physical block diagram ........c.ooeiiiiiiiiiiiiir e 20
Figure B.10 — 1002D reliability block diagram ..o 20
Figure B.11 — 2003 physical block diagram ..........coooiiiiiiiiii e 21
Figure B.12 — 2003 reliability block diagram...........ccooiiiiiiiii e 21
Figure B.13 — Architecture of an example for low demand mode of operation................. 26
Figure B.14 — Architecture of an example for high demand or continuous mode of
o] o T=1 =10 o [P 35
Figure D.1 — Relationship of common cause failures to the failures of individual
Lo F= T o] 1= £ PP 44
TABLES
Table B.1 — Terms and their ranges used in this annex (applies to 1001, 1002, 2002,
10 o 12 I J= U g Vo 2o To 1< ) I 15
Table B.2 — Average probability of failure on demand for a proof test interval of six
months and a mean time to restoration of 8 h........oocoiiiiiii 22
Table B.3 — Average probability of failure on demand for a proof-test interval of
one year and mean time to restoration of 8 h.. ... 23
Table B.4 — Average probability of failure on demand for a proof-test interval of
two years and a mean time to restoration of 8 h........cccooiiiiiiiii 24
Table B.5 — Average probability of failure on demand for a proof-test interval of
10 years and a mean time to restoration of 8 h ... 25

Table B.6 — Average probability of failure on demand for the sensor subsystem in
the example for low demand mode of operation (one year proof-test interval and
I Y I T PRSPPI 26

Table B.7 — Average probability of failure on demand for the logic subsystem in
the example for low demand mode of operation (one year proof-test interval and
o N I I T PP 27

Table B.8 — Average probability of failure on demand for the final element
subsystem in the example for low demand mode of operation
(one year proof-test interval and 8 h MTTR) ..o 27

Table B.9 — Example for a non-perfect proof test.......cccoiviiiiiiiiiii e, 29

Table B.10 — Probability of failure per hour (in high demand or continuous mode
of operation) for a proof-test interval of one month and a mean time to restoration
OF B e e 31



Page
Table B.11 — Probability of failure per hour (in high demand or continuous mode
of operation) for a proof test interval of three months and a mean time to
FESTOratioN OF 8 N e e 32
Table B.12 — Probability of failure per hour (in high demand or continuous mode
of operation) for a proof test interval of six months and a mean time to
FESTOration Of 8 N oo e 33

Table B.13 — Probability of failure per hour (in high demand or continuous mode
of operation) for a proof-test interval of one year and a mean time to restoration
OF B e e 34

Table B.14 — Probability of failure per hour for the sensor subsystem in the example
for high demand or continuous mode of operation (six month proof-test interval and
N T I T PP PTR PP 35

Table B.15 — Probability of failure per hour for the logic subsystem in the example
for high demand or continuous mode of operation (six month proof-test interval and
S Y I T PRSP 36

Table B.16 — Probability of failure per hour for the final element subsystem in the
example for high demand or continuous mode of operation (six month proof-test

LN =T V7= U=V T I T o T I 0 ) T 36
Table C.1 — Example calculations for diagnostic coverage and safe failure fraction ....... 40
Table C.2 — Diagnostic coverage and effectiveness for different subsystems................. 41
Table D.1 — Scoring programmable electronics or sensors/final elements...................... 49
Table D.2 — Value of Z: programmable eleCtrOniCS.......c..coviviiiiiiiiii e, 51
Table D.3 — Value of Z: sensors or final elements..........cooooiviiiiiie 51
Table D.4 — Calculation Of B Or Bp e 52
Table D.5 — Example values for programmable electronics ...........ccocovviviiii i, 53
Table E.1 — Software safety requirements specification (see 7.2 of IEC 61508-3) .......... 55
Table E.2 — Software design and development: software architecture design

(S€8 7.4.3 OFf IEC BL508-3) . .cuuiiitiiiiiiatit ettt e et e et e et et e e e et e e et e e an e e eanaaees 56
Table E.3 — Software design and development: support tools and programming

language (see 7.4.4 Of IEC B1508-3) ...uuiuiiiiiii e 56

Table E.4 — Software design and development: detailed design (see 7.4.5 and
7.4.6 of IEC 61508-3) (this includes software system design, software module

Lo 113 o [ 1= Ua Lo o0 Yo T2 o ) 57
Table E.5 — Software design and development: software module testing and

integration (see 7.4.7 and 7.4.8 of IEC 61508-3)....c.ciuiiuiiiiiiiiiiiii e 57
Table E.6 — Programmable electronics integration (hardware and software)

(SEE 7.5 OFf IEC B1508-3) iuuiiiiiiiiiiiiii it e e e e e e e e 57
Table E.7 — Software safety validation (see 7.7 of IEC 61508-3).......ccccvvvviiiiineineinnennnnn. 58
Table E.8 — Software modification (see 7.8 of IEC 61508-3) .....cceviniiniiiiiiiiiiiiieeieeeen, 58
Table E.9 — Software verification (see 7.9 of part 3).....ccoooiiiiiii 58
Table E.10 — Functional safety assessment (see clause 8 of IEC 61508-3).................... 59
Table E.11 — Software safety requirements specification (see 7.2 of IEC 61508-3) ........ 60
Table E.12 — Software design and development: software architecture design

(SEE 7.4.3 OF IEC BL508-3) . iuuiitiiitieitieit et ie e e et e ettt et et et e et e et e et s e et e e et e e et ae et aeanaeanaaes 60
Table E.13 — Software design and development: support tools and programming

language (see 7.4.4 Of IEC B1508-3) ...uiuiiiiiii it e e e e e 61

Table E.14 — Software design and development: detailed design (see 7.4.5 and
7.4.6 of IEC 61508-3) (this includes software system design, software module
Lo 113 o | 1= Ua Lo o'oY 112 o ) 61



Vi

Page
Table E.15 — Software design and development: software module testing and
integration (see 7.4.7 and 7.4.8 Of IEC 61508-3)......ccciiuiiiiiiiiiiiiiii e eee e 62
Table E.16 — Programmable electronics integration (hardware and software)
(SEE 7.5 OFf IEC B1508-3) iuuiiiiiiiii it iit it e e e e e e 62
Table E.17 — Software safety validation (see 7.7 of IEC 61508-3) ........ccovviiiiiiiiiniinnennnnn. 62
Table E.18 — Modification (see 7.8 0f IEC 61508-3) ....cuoiuiiiiiiiiiiiiii e 63
Table E.19 — Software verification (see 7.9 of IEC 61508-3) ......ccoevviviiiiiiiieii e, 63

Table E.20 — Functional safety assessment (see clause 8 of IEC 61508-3).................... 63



STANDARDS AUSTRALIA

Australian Standard

Functional safety of electrical/electronic/programmable electronic safety-
related systems

Part 6: Guidelines on the application of AS 61508.2 and AS 61508.3

1 Scope

1.1 This part of IEC 61508 contains information and guidelines on IEC 61508-2 and
IEC 61508-3.

— Annex A gives a brief overview of the requirements of IEC 61508-2 and IEC 61508-3 and
sets out the functional steps in their application.

— Annex B gives an example technique for calculating the probabilities of hardware failure
and should be read in conjunction with 7.4.3 and annex C of IEC 61508-2 and annex D.

— Annex C gives a worked example of calculating diagnostic coverage and should be read in
conjunction with annex C of IEC 61508-2.

— Annex D gives a methodology for quantifying the effect of hardware-related common
cause failures on the probability of failure.

— Annex E gives worked examples of the application of the software safety integrity tables
specified in annex A of IEC 61508-3 for safety integrity levels 2 and 3.

1.2 |EC 61508-1, IEC 61508-2, IEC 61508-3 and IEC 61508-4 are basic safety publications,
although this status does not apply in the context of low complexity E/E/PE safety-related
systems (see 3.4.4 of IEC 61508-4). As basic safety publications, they are intended for use by
technical committees in the preparation of standards in accordance with the principles
contained in IEC Guide 104 and IEC/ISO Guide 51. IEC 61508 is also intended for use as a
stand-alone standard.

1.3 One of the responsibilities of a technical committee is, wherever applicable, to make use
of basic safety publications in the preparation of its publications. In this context, the
requirements, test methods or test conditions of this basic safety publication do not apply
unless specifically referred to or included in the publications prepared by those technical
committees.

NOTE In the USA and Canada, until the proposed process sector implementation of IEC 61508 (i.e. IEC 61511)
is published as an international standard, existing national process safety standards based on IEC 61508 (i.e.
ANSI/ISA S84.01-1996) can be applied to the process sector instead of IEC 61508.

1.4 Figure 1 shows the overall framework for parts 1 to 7 of this standard and indicates the
role that IEC 61508-6 plays in the achievement of functional safety for E/E/PE safety-related
systems.
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