< B 3o
. 89 EE
0 mm o.=
o) > v
0 53
5%
© =8
o
O 2
pd
w3
(@)
—

Communication networks and systems for power utility automation —

Part 4: System and project management

INTERNATIONAL
STANDARD

(US)ASD 11-020Z:LANY+¥0-1 L0Z:#-05819 O3



THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2020 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

your local IEC member National Committee for further information.

Tel.: +41 22 919 02 11
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee,...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
once a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: sales@iec.ch.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 000 terminological entries in English
and French, with equivalent terms in 16 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

IEC Glossary - std.iec.ch/glossary

67 000 electrotechnical terminology entries in English and
French extracted from the Terms and definitions clause of
IEC publications issued between 2002 and 2015. Some
entries have been collected from earlier publications of IEC
TC 37, 77, 86 and CISPR.


mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
http://www.electropedia.org/
http://std.iec.ch/glossary

IEC 61850-4

Edition 2.1  2020-11

INTERNATIONAL
STANDARD

Communication networks and systems for power utility automation —
Part 4: System and project management

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 33.200 ISBN 978-2-8322-9038-5

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



-2 - IEC 61850-4:2017+AMD1:2020 CSV

© |IEC 2020

CONTENTS
O T T @ 1 PN 4
1 ST oo o 1= N 6
2 NOIMALIVE FEFEIENCES ..ot e s 6
3 Terms and definitioNs ... 6
4 ADDIEVIAtIONS e e 10
5  ENQGiNEering reqUIremMENtS .. o e 10
5.1 L =T Y TP 10
5.2 Categories and types of parameters..... ... 12
5.2.1 ClasSIfiCAtION ..t 12
5.2.2 Parameter Categories .. ..o 13
5.2.3 P aram et el 1Y DS oo 14
5.3 ENGINEEriNg 10018 . e 15
5.3.1 ENQINEEIING PrOCESS .uuii ittt 15
5.3.2 System specification 100l ... 17
5.3.3 System configuration 00l ... 17
5.3.4 IED configuration 00l ..........oiiiii i 17
5.3.5 Documentation t0O0]. ... ..o 19
5.3.6 Engineering tool WOrkfloOW ... 19
5.4 Flexibility and expandability ..o 23
5.5 SCaAlADIIY oo 23
5.6 Automatic project documentation ... 24
5.6.1 LY o= =¥ P 24
5.6.2 Hardware documentation ... ... ..o 25
5.6.3 Parameter documentation ... ... 25
5.6.4 Requirements of the documentation tool ... 26
5.7 Standard documMENTAtioN .. ... 26
5.8 System integrator's SUPPOIT ... 27
5.9 System testing and enNgiNEering ......couviviiiii i 27
B SYStEM life CYCIE oot 27
6.1 Requirements of product VEIrSIiONS ........oiuiiiiiiiiii e 27
6.2 Announcement of product discontinuation................ 29
6.3 Support after discontinuation ..o 29
6.4 Backward compatibility ... 29
B.4. 1 GONEIAl o e 29
6.4.2 (0207 4] oToT 4 1= o1 €= PP 30
6.4.1 L LT I o= L= = 30
6.4.2 0 o 1= £ 30
T QUAKTY @SSUIANCE . e ittt e 37
7.1 Division of respoNSIDIlity ......ccuiiiiii 37
7.1.1 LY o 1= =T P 37
7.1.2 Responsibility of the manufacturer and system integrator .............................. 37
7.1.3 Responsibility of the customer ... ... 39
7.2 T eSSt EQUIPMENT . e 40
7.2.1 GBIl L. 40
7.2.2 Normal process test equipment. ... ..o 40

7.2.3 Transient and fault test equipment...........cooii i 40



IEC 61850-4:2017+AMD1:2020 CSV -3-

© IEC 2020
7.2.4 Communication test eqUIPMeENt..........cooiiiii 40
7.3 Classification Of 1eStS .. .o 40
7.3.1 Basic test requirements . ... 40
7.3.2 Sy S EM LSt Lo 41
7.3.3 T P S e e 41
7.3.4 ROULING 1St . e 42
7.3.5 CoNfOrmMaNCe tESt .. v 42
7.3.6 Factory Acceptance Test (FAT) oo, 42
7.3.7 Site AcceptancCe Test (SAT ) .. 43
7.3.8 Maintenance tests (after commisSioning) .........covviiiiiiiiiii 43
Annex A (informative) Announcement of discontinuation (example) .........cocooeiiiiiiiiiiininnn.. 45
Annex B (informative) Delivery obligations after discontinuation (example) ..................oocoee. 46
Bl O g AP Y e e 47
Figure 1 - Structure of the UAS and its environment ..., 11
Figure 2 - Structure of UAS and IED parameters...........ooouiiiiiiiiiic e 13
Figure 3 — Engineering tasks and their relationship ... 16
Figure 4 — IED coNnfiguration PrOCESS ....cuuiiuiiiiii et 18
Figure 5 - Engineering workflow steps from system to project...........cooooiiiiiiiiiiiiin e, 19
Figure 6 - Change of system tool first stage ..o 20
Figure 7 - Change of system tool second stage..........cc.oiiiiiiiiiiiiiii e 21
Figure 8 — interaction between projects, first stage ..o, 22
Figure 9 - interaction between projects, second stage.........ccoviiiiiiiiiiii i 22
Figure 10 - Project related documentation of UAS...... ..o, 24
Figure 11 - Two meanings of the system life cycle ... 28
Figure 12 - Template table of acceptable impacts .........c.ccoeeiiiiiiiiii e, 31
Figure 13 : Backward compatibility first Us€ CaSe ..........coeiiiiiiiiii e, 32
Figure 14 : Backward compatibility second use case...........ccoooiiiiiiiiiiiii e 33
Figure 15 : Backward compatibility third use case...........cooooiii 35
Figure 16 : Backward compatibility fourth use case.........coccooiiiiiiiiiiii e, 36
Figure 17 - Stages of quality assurance — Responsibility of manufacturer and system
=Y o =1 (0 P 38
Figure 18 - Contents of sSystem test ... 41
Figure 19 - Contents of type test. ... o 42
Figure 20 - Contents of routing teSt.......c.iiniiii i 42
Figure 21 - Testing stages for site acceptance test.........cocoiiiiiiiiiiii i, 43
Figure A.1 — Announcement CONAItIONS ..... .o 45

Figure B.1 — Periods for delivery obligations ..o, 46



9)

-4 - IEC 61850-4:2017+AMD1:2020 CSV
© IEC 2020

INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND SYSTEMS
FOR POWER UTILITY AUTOMATION -

Part 4: System and project management

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their prepa-
ration is entrusted to technical committees; any IEC National Committee interested in the subject dealt with may
participate in this preparatory work. International, governmental and non-governmental organizations liaising with
the IEC also participate in this preparation. IEC collaborates closely with the International Organization for Stand-
ardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all inter-
ested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any misinter-
pretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications trans-
parently to the maximum extent possible in their national and regional publications. Any divergence between any
IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and ex-
penses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

This consolidated version of the official IEC Standard and its amendment has been pre-
pared for user convenience.

IEC 61850-4 edition 2.1 contains the second edition (2011-04) [documents 57/1103/FDIS
and 57/1122/RVD] and its amendment 1 (2020-11) [documents 57/2256/FDIS and
57/2271/RVD].
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International Standard IEC 61850-4 has been prepared by IEC technical committee 57: Power
systems management and associated information exchange.

This edition aligns the document more closely with the other parts of the IEC 61850 series, in
addition to enlarging the scope from substation automation systems to all utility automation
systems.

A list of all parts of the IEC 61850 series, under the general title: Communication networks and
systems for power utility automation, can be found on the IEC website.

The committee has decided that the contents of the base publication and its amendment will
remain unchanged until the stability date indicated on the IEC web site under "http://web-
store.iec.ch" in the data related to the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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COMMUNICATION NETWORKS AND SYSTEMS
FOR POWER UTILITY AUTOMATION -

Part 4: System and project management

1 Scope

This part of IEC 61850 applies to projects associated with processes near automation systems
of power utilities (UAS, utility automation system), such as substation automation systems
(SAS). It defines the system and project management for UAS with communication between
intelligent electronic devices (IEDs) in the substation respective plant and the related system
requirements.

The specifications of this part pertain to the system and project management with respect to:

— the engineering process and its supporting tools;
— the life cycle of the overall system and its IEDs;

— the quality assurance beginning with the development stage and ending with discontinuation
and decommissioning of the UAS and its IEDs.

The requirements of the system and project management process and of special supporting
tools for engineering and testing are described.

2 Normative references

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments) applies.

IEC 60848, GRAFCET specification language for sequential function charts
IEC 61082 (all parts), Preparation of documents used in electrotechnology

IEC 61175, Industrial systems, installations and equipment and industrial products — Designa-
tion of signals

IEC 61850-6, Communication networks and systems for power utility automation — Part 6:
Configuration description language for communication in power utility automation systems
related to IEDs

IEC 61850-7 (all parts), Communication networks and systems for power utility automation —
Part 7: Basic communication structure

IEC 81346 (all parts), Industrial systems, installations and equipment and industrial products —
Structuring principles and reference designations

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1

supporting tools

those tools that support the user in the engineering, the operation and the management of the
UAS and its IEDs

NOTE These tools are usually a part of the UAS.





