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PLEASE NOTE:

The information contained in this document was obtained from sources believed to be reliable and is based on
technical information and experience currently available from members of the Compressed Gas Association, Inc.
and others. However, the Association or its members, jointly or severally, make no guarantee of the results and
assume no liability or responsibility in connection with the information or suggestions herein contained. Moreover,
it should not be assumed that every acceptable commodity grade, test or safety procedure or method, precaution,
equipment or device is contained within, or that abnormal or unusual circumstances may not warrant or suggest
further requirements or additional procedure.

This document is subject to periodic review, and users are cautioned to obtain the latest edition. The Association
invites comments and suggestions for consideration. In connection with such review, any such comments or
suggestions will be fully reviewed by the Association after giving the party, upon request, a reasonable oppor-
tunity to be heard. Proposed changes may be submitted via the Internet at our web site, www.cganet.com.

This document should not be confused with federal, state, provincial, or municipal specifications or regulations;
insurance requirements; or national safety codes. While the Association recommends reference to or use of this
document by government agencies and others, this document is purely voluntary and not binding unless adopted
by reference in regulations.

A listing of all publications, audiovisual programs, safety and technical bulletins, and safety posters is available
via the Internet at our website at www.cganet.com. For more information contact CGA at Phone: 703-788-2700,
ext. 799. E-mail: customerservice@cganet.com.
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NOTE—Technical changes from the previous edition are underlined.
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© 2021 The Compressed Gas Association, Inc. All rights reserved.
All materials contained in this work are protected by United States and international copyright laws. No part of this work may be
reproduced or transmitted in any form or by any means, electronic or mechanical including photocopying, recording, or any information
storage and retrieval system without permission in writing from The Compressed Gas Association, Inc. All requests for
permission to reproduce material from this work should be directed to The Compressed Gas Association, Inc., 8484 Westpark Drive,
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CGA P-50—2021 COMPRESSED GAS ASSOCIATION, INC. PAGE iii

Contents Page
S 1o To [ e 1o o PRSP 1
S T o o 1 USSR 1
B B B T 101 o] o - USRS PPPPTR 1
S (o Uo7 1 (o] o =1 (1) o SRS 4
5  Facility SECUNitY tIer FANKING .......eeiiiii i e e e s s e e e e e e s s s b e e e e e e e e e s snnraeeeeaeeeaan 5
6  Security vulnerability @SSESSMENT ..........oi i e e e aneeaean 5
6.1 [ o] [=Ter o] =T o a1 oo PP PSRRRN 6
6.2 Facility CharaCterization ............cooiiii et 7
Lo T I 0T =T= Y = TS T YT Y] 4 1= o | PSS 10
6.4 Vulnerability @NalYSiS .........cooceiiiiiiii e e e e 10
6.5 Countermeasure identifiCation.............coeiiiiiiiiiiie e 11
6.6 Third-party Validation ..............ooo i 12
A 1) = IR 0 SRR 12
71 LT oY= T o1 (o] 4= o] o S RE 12
A T o | 4 - Vo 1= PSR 13
AR T == 41001 (=Tl o F= Ty T PSPPSR 13
T4 Perimeter CIEAANCE ......uiiiiie ettt ettt e e e s s e e e e e e e e e as e e e eaeeeeaassssaeeeaeesesnnaneeeaeeaann 15
A T = o 1= (o < T PSPPI 15
4G T oot T- N o703 i o PSR 15
7 A N o | 2 (13T SRR 17
7.8  High risk security chemicals StOrage ............ueeviiiiiiiiiiiiiie e 17
7.9  Loss prevention and material control/accountability.............cccoriiiiiiiiiiiiii 17
7.10 Control room and SYStEMS SECUNILY ......ceeiueiieiiiiie e ie e e e e e e e e e e e e e s nee e e e e neeeeesneeeeeeaneeeeanns 18
7.11 Policies and ProCEAUIES .........coooeii i 18
7.12  Information (CYDEI) SECUNILY ... .eeiie ettt et e et e e et e e e e enee e e e e nneeeeenneeeeanns 19
4% 1 T 11 C=1 1T 1= o o USSP PRRT 19
A el To (=T o - TP P TP PTPPPPPTN 20
4% T T (Y o To 4 113 T PR 20
TG INVESHIGALION ...ttt e e e e et e et e e e e e s n b b e e e e e e e nnn e e e e e eeeaan 20
A I A AN a =1 Y - T OSSPSR 20
IV =T g E=To = 4 g T=T Y ) o1 = T = SO 20
9  National Terrorism AdVISOrY SYSIEM .......eeiiiii e e e e e e s s s b e e e e e e s snareeeeeaeeeaan 20
10 Crisis management plans and emergency reSPONSE PlaNS.........c.ueiiiiiiiieiiiiiee e e e eie e e seee e e seee e e e eeeeee e 21
11 Employee and CONtraCtor SECUIILY ISSUEBS ........uiiiiiiiiiiiiiiiee et e e e e s e e e e e s s snbbaeeeeeeesnnnnnes 21
12 Periodic assessSmeNnt @nd QUL ...........ooiii i e e e e e e e e e e aanaes 21
RS T 2= =Y =T g o7 SRRSO PPERRT 22
Lo Lo [ Te T g E= TN T o] 4 ' =1 (o] oSSR 22
Tables
LK o LT el I =Y =T 1 Vo PRSP 5
Table 2—Minimum physical security layers of ProteCtion .............oooiiii oo 14
Figures
Figure 1—Security vulnerability assessment management ProCESS.........ccuiiiiiiiiiiiiiiie e 6
Figure 2—Layers Of Prot@CHON ... ....oi ettt e et e e et e e et e e e e ne e e e e ante e e e amteeeeanneeeeeannneeenn 10
Appendix

Appendix A—Site security training and awareness frequency (Informative) .........ccccoeeciiiiiei e 23



CGA P-50—2021 COMPRESSED GAS ASSOCIATION, INC. PAGE 1

1 Introduction

Implementation of security measures are a part of the industrial gas industry culture that protect facilities, em-
ployees, and the community by reducing the risk of a wide range of threats and mitigating the effects of incidents
such as vandalism, sabotage, workplace violence, and terrorism. Security measures enhance process safety
management (PSM), risk management programs (RMP), worker safety, and environmental protection.

A security program should include the following elements:
e site screening for risk prioritization;

e security vulnerability assessment (SVA);

e incident reporting and investigation;

e emergency response and crisis management;

e employee and contractor security issues;

e periodic reassessment; and

e employee security awareness training.

The Compressed Gas Association (CGA) thanks the Center for Chemical Process Safety (CCPS) of the Ameri-
can Institute of Chemical Engineers for granting permission to reproduce and adapt large sections of its book
Guidelines for Analyzing and Managing the Security Vulnerabilities of Fixed Chemical Sites [1]."

2 Scope

This publication provides instruction to the industrial gas industry for assessing security risks and identifying and
implementing preventive security measures at fixed sites. It is intended as a resource to help managers at indi-
vidual facilities make security decisions based on risk.

The publication does not attempt to provide an all-inclusive list of security considerations for industrial gas com-
panies nor does it address transportation security and security at customer sites. Additional security information
is contained in CGA P-51, Standard for Transportation Security in the Compressed Gas Industry and CGA P-52,
Security Guidelines for Qualifying Customers Purchasing Compressed Gases [2, 3].

3 Definitions
For the purpose of this publication, the following definitions apply.
31 Publication terminology

311 Shall
Indicates that the procedure is mandatory. It is used wherever the criterion for conformance to specific recom-
mendations allows no deviation.

3.1.2 Should
Indicates that a procedure is recommended.

313 May
Indicates that the procedure is optional.

314 Will
Is used only to indicate the future, not a degree of requirement.

" References are shown by bracketed numbers and are listed in order of appearance in the reference section.





